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ModSecurity™ Configuration

Configure Global Directives

This interface allows you to configure a number of global settings for ModSecurity™. For more information about each
supported directive, you can review additional details using the links provided with each directive.

 Refresh

Audit Log Level SecAuditEngine  (https://github.com/SpiderLabs/ModSecurity

/wiki/Reference-Manual-%28v2.x%29#secauditengine)

This setting controls the behavior of the audit engine.

Only log noteworthy transactions.
Recommended

Do not log any transactions.

Log all transactions. Debug Only

Security Alert: We strongly
recommend that you do not select this
option. This option causes Apache to
log every transaction, including your
users’ and clients’ private data. The
resulting log files will fill your system’s
file partitions quickly.

Connections Engine SecConnEngine  (https://github.com/SpiderLabs/ModSecurity

/wiki/Reference-Manual-%28v2.x%29#secconnengine)

This setting controls the behavior of the connections engine.

Process the rules.

Do not process the rules.

Process the rules in verbose mode, but
do not execute disruptive actions.

Rules Engine SecRuleEngine  (https://github.com/SpiderLabs/ModSecurity/wiki/Reference-

Manual-%28v2.x%29#secruleengine)

This setting controls the behavior of the rules engine.

Process the rules.

Do not process the rules.
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