WHM [vps] Mailserver Configuration - 84.0.21 https://vps.wingpath.co.uk:2087/cpsess561381...
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Basic WebHost Manager® Setup

Change Root Password aspects of Dovecot’s behavior.

Configure cPanel Analytics

Configure cPanel Cron Jobs Protocols Enabled (v IMAP v LMTP J POP3
Initial Quota Setup These checkboxes select which protocols Dovecot
will listen on.

Server Profile

Server Time .
order to function.

Statistics Software Configuration Note: If you do not select a checkbox, the system

Terminal will operate in authentication-only mode.

Tweak Settings Note: LMTP is required and you cannot disable it.

Update Preferences -
IPv6 Enabled [
#7¢ Support

Create Support Ticket

Grant cPanel Support Access .
PP Note: You must select a protocol in the Protocols

Support Center Enabled section before selecting IPv6 Enabled.

@ Networking Setup

Allow Plaintext
Authentication (from
Resolver Configuration remote clients) This setting will allow remote email clients to
authenticate using unencrypted connections.
When set to “no”, only connections originating on
Apache mod_userdir Tweak the local server will be allowed to authenticate
without encryption. Selecting “no” is preferable to

Change Hostname No v

S Security Center

Compiler Access

since it will force remote users to use encryption
cPHulk Brute Force Protection while still allowing webmail to function correctly.

Configure Security Policies

Host Access Control

SSL Cipher List | : : .
Manage External Authentications P ALLIADH:RCA+RSA: +HIGH:

Manage root's SSH Keys

Manage Wheel Group Users be adjusted for PCl compliance."

ModSecurity™ Configuration
SSL Minimum Protocol TLSv1

ModSecurity™ Tools === v
ModSecurity™ Vendors This value represents the minimum SSL protocol
Password Strength Configuration that Dovecot clients may use to connect. Typically,
you will only need to adjust this value for PC|
Security Advisor .
compliance.

Securitv Questions
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