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Testing flag - enables a CRON job that clears iptables incase of

configuration problems when you start csf. This should be enabled until you

are sure that the firewall works - i.e. incase you get locked out of your

server! Then do remember to set it to 0 and restart csf when you're sure

everything is OK. Stopping csf will remove the line from /etc/crontab

lfd will not start while this is enabled

TESTING = 

The interval for the crontab in minutes. Since this uses the system clock the

CRON job will run at the interval past the hour and not from when you issue

the start command. Therefore an interval of 5 minutes means the firewall

will be cleared in 0-5 minutes from the firewall start

TESTING_INTERVAL = 5  Default: 5 [1-60]

SECURITY WARNING

================

Unfortunately, syslog and rsyslog allow end-users to log messages to some

system logs via the same unix socket that other local services use. This

means that any log line shown in these system logs that syslog or rsyslog

maintain can be spoofed (they are exactly the same as real log lines).

Since some of the features of lfd rely on such log lines, spoofed messages

can cause false-positive matches which can lead to confusion at best, or

blocking of any innocent IP address or making the server inaccessible at

worst.

Any option that relies on the log entries in the files listed in

/etc/syslog.conf and /etc/rsyslog.conf should therefore be considered

vulnerable to exploitation by end-users and scripts run by end-users.

NOTE: Not all log files are affected as they may not use syslog/rsyslog
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