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9 cPHulk Brute Force Protection

cPHulk provides protection from brute force attacks against your web services.

cPHulk is Enabled

Configuration Settings (config) Whitelist Management (whitelist)

Countries Management (countries) History Reports (history)

Configuration Settings

Username-based Protection

Username-based protection tracks login attempts for user accounts. When disabled,
cPHulk will not lock user accounts, but existing account locks will remain.

Brute Force Protection Period (in minutes)
s )
Maximum Failures by Account

s )

(@ Apply protection to local addresses only

T Apply protection to local and remote addresses

‘_|Allow username protection to lock the “root” user.

IP Address-based Protection

IP Address-based protection tracks login attempts from specific IP addresses. When
disabled, cPHulk will not block IP addresses, but existing blocks will remain.

IP Address-based Brute Force Protection Period (in minutes)
s ]

Maximum Failures per IP Address

s )

Command to Run When an IP Address Triggers Brute Force Protection @

Blacklist Management (blacklist)
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