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Advanced Secuitems Integration

A secure method for posting data to the Securehosting payment system. You will be expected to be experienced with HTML and a server-side technology such as PHP or ASP before using this feature as we only answer customer support questions about this when integrating with the eCom Standard service level. 

Firstly, you need to activate the advanced security features in your account user area by selecting the checkbox within the Advanced Settings section, and completing the rest of the fields in this section.

Advanced Secuitems Setup

Below the options to setup the advanced secuitems feature are explained:-

* List of fields to be encrypted

The list of fields to be encrypted are fields within your basket which you wish to be included in the encryption algorithm; these are the fields you want to ensure are not tampered with. Note: There is no need to include the 'secuitems' field as this is required anyway.

* A phrase to be used to further encrypt your data

You then need to add a string between 6 and 9 characters long to further encrypt your transaction. 

* The full URL referrer of your shopping cart

Finally you must add the full referral URL of your shopping basket. This is the location of the script that posts to Securehosting’s secuitems.php script. For Example: http://www.yourdomain.com/basket.php

Calling Advanced Secuitems

Within your basket script you will need to make a call to a script that will generate an encrypted string used for the security. This needs to be done by capturing the output of a script hosted at: https://www.secure-server-hosting.com/secutran/create_secustring.php. Examples of how to do this for both the PHP and ASP scripting languages are included below.

It is essential that you post a variable called 'shreference' containing your SH Reference, 'secuitems' including your compiled ‘secuitems’ field and ‘secuphrase’ containing the phrase you have entered in the merchant administration area. (Please note: This field should NOT be passed as a hidden field as part of the transaction and should only be used in your call to our string generating script). 

The remaining fields that must be passed are those that you have included in the Form Field Settings of your account area to be included in the encryption (as already indicated above).

All these, once checked against your referrer, along with your encryption phrase will be encrypted into a string and returned as a hidden field, which we have captured using the "secuString" variable. This now needs to be included within the form that post’s to secuitems.php. The field returned should look something like:-

<input type="hidden" id="secuString" name="secuString" value="9c84f49209fe9cdcb3efbac2dd2c23c8">

You are now able to post your basket form to the Secure Hosting secuitems.php script (with the above hidden field included) and should any of the data have been tampered with between the basket call and post to our system an error message will be displayed.

PHP Script Example Code


$secuStringFields = "shreference=SH20XXXX&secuitems=".$secuitems."&secuphrase=yourphrase&transactionamount=".$transactionamount;


$ch = curl_init();


curl_setopt ($ch, CURLOPT_URL, "https://www.secure-server-hosting.com/secutran/create_secustring.php");


curl_setopt ($ch, CURLOPT_POST, 1);


curl_setopt ($ch, CURLOPT_POSTFIELDS, $secuStringFields);


curl_setopt ($ch, CURLOPT_HEADER, 0);


curl_setopt ($ch, CURLOPT_REFERER, "http://www.yourdomain.com/basket.php"); 


curl_setopt ($ch, CURLOPT_RETURNTRANSFER,1);


curl_setopt ($ch, CURLOPT_SSL_VERIFYPEER, 0);


curl_setopt ($ch, CURLOPT_TIMEOUT, 10);


$secuString = trim(curl_exec ($ch));


if($secuString == "") $secuString='Call to create_secustring Failed';


curl_close ($ch);

ASP Script Example Code


Set objXMLHttp = CreateObject("Microsoft.XMLHTTP")


objXmlHttp.open "POST", "https://www.secure-server-hosting.com/secutran/create_secustring.php", False


objXmlHttp.setRequestHeader "Content-Type", "application/x-www-form-urlencoded"


objXmlHttp.setRequestHeader "REFERER", "http://www.yourdomain.com/basket.asp"


objXmlHttp.send "shreference=SH20XXXX&secuitems="&secuitems&"secuphrase=yourphrase&transactionamount="&transactionamount


secuString = objXmlHttp.responseText
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